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Risk

Risk assessment
Risk analysis
Risk identification
Risk estimation
Risk evaluation
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Risk management framework
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Legal framework
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Public / private infrastructure
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Organizational approach
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~ Functions (organization,
segregation of duties)

___ Security/Data protection
framework policy

Data protection Project management and user
policy participation

— Data classification

Responsibility and external

requirements for review
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Risk levels
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Low: Best practice (long and
— Short range plans, identification of
functions)

. Medium: Improvement desirable
(stronger framework, better education)

High: Improvement necessary

— (implementation of new structures,
additional personnel)



Protection of data
transmission

— Cryptographic measures
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Digital signatures

_ Access controls
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Protection of data
holding

— Outsourcing
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Storing of documents

. Archives
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Specific protection
needs

— Sensitive data
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Data profiles

L Cross-border data transfer
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Compliance
measures

— Systemic data protection
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Audit/Compliance certificates

— Ratings
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Conclusions
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Adoption of new policy approach

Development of synergies
between public and private sector

Information and involvement
of all stakeholders

Strengthening of international
co-operation

Better use of technological
potential

14



Weber

Thank you for your attention

rolf.weber@bratschi-law.ch
rolf.weber@rwi.uzh.ch
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